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DATA PRIVACY AND ITS 

PROTECTION BILL 
 

AUTHORED BY: SHOBHNA BHUSHAN 

 

 

Abstract: 

Since time immemorial ‘privacy’ has been one of the man’s most precious possessions. Its 

significance has been realized over the period of time concern for its protection was never as 

imperative as in the information technology age. Privacy can be defined as the right of a person to 

enjoy his own presence by himself and decide his boundaries of physical, mental and emotional 

interaction with other person. As we know that “Right to Privacy” is one of the most important 

fundamental rights guaranteed under the Indian Constitution have very wide scope which contains 

many other rights inside it. This right inter se that one’s’ privacy should be protected in the most 

careful manner unless there is no need to intervene it as per the procedure of law by the court. Data 

over the internet or in technology also contains the personal information of the person so that it is 

necessary to be protected under the procedure of law through the common as well as specified 

legislation.   

 

Data privacy has become a critical issue for individuals and organizations alike, as the amount of data 

collected and processed continues to grow exponentially. In light of this, governments worldwide are 

taking measures to ensure the protection of individuals' personal information. One such effort is the 

Data Privacy and Protection Bill, which seeks to regulate the collection, processing, and use of 

personal data. This article provides an overview of the Data Privacy and Protection Bill, its key 

provisions, and its implications for businesses and individuals. Additionally, the article examines the 

challenges in implementing the bill, the roles of the government and individuals in ensuring data 

privacy, and the future developments in data privacy and security. In today's digital age, data privacy 

has become increasingly important as more and more people are using technology to store and share 

their personal information. There are many ways in which data privacy can be compromised, 

including hacking, phishing scams, and social engineering attacks.  
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To protect your data privacy, you can take several steps such as using strong passwords, enabling 

two-factor authentication, avoiding public Wi-Fi networks, and being cautious about what 

information you share online.  

 

Introduction to Data Privacy and its Protection Bill 

In today's digital age, data privacy and security have become paramount concerns for individuals and 

businesses alike. With the increasing amount of personal information being collected and shared 

through various online platforms, there is a growing need for legislation that protects our data from 

unauthorized access and misuse. This is where the Data Privacy and Protection Bill come in. This bill 

aims to provide a framework for the protection of personal information and regulate the collection, 

retention, use, and disclosure of such information. 

 

Data privacy and data security are two distinct but related concepts that are important in the field of 

information technology. 

➢ Data privacy refers to the protection of an individual's personal information or data, including their 

name, address, phone number, email address, financial information, and other sensitive information. 

Data privacy ensures that this information is collected, stored, and used in a way that is consistent 

with the individual's expectations and legal requirements. 

➢ Data security, on the other hand, refers to the protection of data from unauthorized access, theft, or 

corruption. This includes implementing measures such as encryption, access controls, and backup and 

recovery procedures to ensure that data is kept safe and secure from cyber attacks, human errors, and 

natural disasters. 

In summary, data privacy is about protecting personal information, while data security is about 

protecting all types of data. While the two concepts are related, they have different goals and require 

different approaches to implementation. Organizations that handle sensitive data must address both 

data privacy and data security to protect their customers and their business interests. 

 

The IT Act 2000 is a crucial piece of legislation in India that governs various aspects of electronic 

commerce, including data privacy and protection. The Act was amended in 2008, and the new 

provisions included several measures to enhance data privacy and security. 
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The Key Provisions Related To Data Privacy And Protection In The IT Act Include: 

1. Section 43A: This section makes it mandatory for companies handling sensitive personal 

information to implement reasonable security practices to protect the information from 

unauthorized access, use, disclosure, modification or destruction. 

 

2. Section 72A: This section imposes a penalty on anyone who discloses confidential personal 

information without the consent of the person concerned. 

 

3. Section 79: This section provides safe harbor protection to intermediaries; such as internet 

service providers and social media platforms, for any content that is published by a third party. 

 

4. Section 84A: This section empowers the central government to prescribe guidelines for the 

encryption of sensitive personal data. 

 

The IT Act has been instrumental in providing a legal framework for data privacy and protection in 

India. However, the Act has been criticized for being outdated and inadequate in addressing emerging 

issues such as data breaches and data localization. As a result, there have been calls for further 

amendments to the Act to strengthen its provisions on data privacy and protection. 

 

Importance:  

Data privacy is essential because it ensures that personal information is not abused or exploited 

without the knowledge and consent of the individual concerned. Here are some reasons why data 

privacy is important: 

• Protection against identity theft: Personal data, such as names, addresses, and Social Security 

numbers, are valuable to cybercriminals who can use them for identity theft. This can lead to financial 

loss, ruined credit, and legal problems. 

• Maintaining confidentiality: Data privacy is essential for maintaining the confidentiality of personal 

information. Confidential information, such as health records or financial information must be kept 

secure to prevent unauthorized access or disclosure. 

• Preserving autonomy: People have the right to control their personal information and how it is used. 

Data privacy ensures that individuals have control over their data and can make informed decisions 

about how it is used. 
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• Building trust: Data privacy is critical for building trust between organizations and their customers. 

Customers are more likely to trust organizations that demonstrate their commitment to protecting 

personal information. 

• Compliance with regulations: Many countries have laws and regulations that require organizations to 

protect personal data. Compliance with these regulations is essential for avoiding legal penalties and 

maintaining a good reputation. 

Data privacy is important because it ensures that personal information is not misused, mishandled, or 

exploited by individuals or organizations. This includes sensitive information such as financial 

records, medical records, and personally identifiable information (PII) such as names, addresses, and 

social security numbers. Protecting this information is not only important for ensuring the privacy 

and security of individuals, but it is also critical for maintaining trust and confidence in our digital 

economy. 

 

What are the Risks of Poor Data Privacy? 

Poor data privacy practices can result in a number of risks and consequences. These include identity 

theft, financial fraud, and reputational damage, loss of business or customers, and legal liability. In 

addition, poor data privacy practices can erode trust and confidence in our digital economy, which 

can have far-reaching impacts on our society and economy. Thus, it is important to have strong data 

privacy measures in place to mitigate these risks and protect individuals and businesses from harm. 

 

What is Data Protection Bill? 

The Data Protection Bill is a legislative proposal designed to regulate the processing, storage, and use 

of personal data in a manner that protects the privacy rights of individuals while still allowing for the 

collection and utilization of data in a responsible and lawful manner.  

 

The purpose of this bill is to strengthen and modernize data protection laws in India, which are 

currently governed by the outdated Information Technology (IT) Act of 2000. The new bill will bring 

India's data protection laws in line with global standards, such as the European Union's General Data 

Protection Regulation (GDPR). 

 

 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 7|April 2023 
ISSN: 2582-6433 

 

 

Page | 9  
 

 

 

The Data Protection Bill establishes several key principles for the handling of personal data, including 

the right to be forgotten, data minimization, and explicit consent for data collection and processing. 

It also creates a new regulatory authority, the Data Protection Authority (DPA), to oversee and enforce 

compliance with the new data protection laws. 

 

Overall, the Data Protection Bill aims to create a framework that balances the interests of individuals, 

businesses, and the government in the collection, processing, and use of personal data. It is an 

important step towards ensuring that the data of Indian citizens is protected and used responsibly in 

an increasingly digital world.  

 

The Significance of the Data Protection Bill in  

Today's Digital Age 

The Data Protection Bill represents a significant step forward in protecting individuals' personal data 

in today's digital age. By providing a comprehensive legal framework, the bill ensures that 

businesses and organizations handle personal data in a responsible and accountable manner, while 

also providing individuals with greater control over their personal data. In conclusion, the Data 

Protection Bill is a significant step towards safeguarding the privacy of Indian citizens in the digital 

age. While there are some challenges and opportunities that lie ahead, the introduction of this 

legislation marks a major milestone in the evolution of data protection in India. As individuals 

become increasingly aware of their rights and organizations become more accountable for their 

handling of personal data, the Data Protection Bill will play a crucial role in shaping the future of 

data protection in India. 

 

The First Steps: Early Data Protection Laws 

• The First Data Protection Law 

Data protection laws have been around for a while. The first data protection law was introduced in 

Sweden in 1973. It was one of the earliest attempts to regulate the use of personal data and was 

aimed at protecting the privacy of individuals. Several other countries followed suit, and by the 

1980s, data protection laws were in place in several European countries. 
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• The Expansion of Data Protection Laws 

With the advent of the internet, data protection laws needed to be updated to address the new 

challenges posed by digital technologies. The United States introduced the Privacy Act in 1974, 

which regulates the collection, use, and disclosure of personal information by federal agencies. In 

Europe, the Data Protection Directive was introduced in 1995, which required member states to 

implement data protection laws that were consistent with the directive. 

 

The European Influence: GDPR and Data Protection Laws 

• The Introduction of GDPR 

In 2018, the General Data Protection Regulation (GDPR) was introduced in Europe, which replaced 

the Data Protection Directive. The GDPR strengthened data protection laws and gave individuals 

more control over their personal data. It also introduced heavy fines for organizations that breached 

the regulation. 

• The Impact of GDPR on Data Protection Laws 

The GDPR has had a significant impact on data protection laws around the world. Many countries 

have introduced or updated their data protection laws to align with the GDPR, including Japan, 

Brazil, and South Korea. The GDPR has set a new standard for data protection, and it is likely that 

other countries will follow suit in the coming years. 

 

The Indian Perspective: The Evolution of Data 

Protection in India 

• The History of Data Protection in India 

India has a long history of data protection laws, though they have mostly been sector-specific. For 

example, the Medical Council of India Regulations (2002) require doctors to maintain patient 

confidentiality. The Information Technology Act (2000) also contains provisions for data protection, 

but they are limited in scope. 

 

• The Need for a Comprehensive Data Protection Law 

Recognizing the need for a comprehensive data protection law, the Indian government introduced 

the Personal Data Protection Bill in 2019. The bill aims to regulate the collection, use, and disclosure 
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of personal data, and gives individuals more control over their data. If passed, it will be a significant 

step forward for data protection in India. 

 

The Drafting Process: The Making of the Data 

Protection Bill 

The Data Protection Bill is a crucial piece of legislation that sets out the legal framework for 

protecting individuals' personal data in the UK. The bill was first introduced in 2017, following the 

announcement of the General Data Protection Regulation (GDPR) by the European Union. 

 

• The Formation of the Committee 

The Data Protection Bill was drafted by a dedicated committee set up by the UK government to 

oversee the process. The committee was composed of experts from various fields, including law, 

technology, and ethics. Together, they worked to create a bill that would be comprehensive, 

effective, and fair. 

 

• The Consultation Process 

The committee conducted extensive consultations with stakeholders from various sectors, including 

businesses, civil society organizations, and individuals. The consultations were aimed at ensuring 

that the bill reflected the needs and concerns of everyone affected by it. The committee also sought 

feedback on individual rights and freedoms, data processing and storage obligations, and other key 

provisions of the bill. 

 

Overview of the Bill 

The Data Privacy and Protection Bill include provisions that regulate the collection, retention, use, 

and disclosure of personal information by businesses and organizations. The bill requires businesses 

to obtain consent from individuals before collecting their personal information and limits the purposes 

for which this information can be used. The bill also requires businesses to take reasonable security 

measures to protect personal information from unauthorized access, use, or disclosure. 

 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 7|April 2023 
ISSN: 2582-6433 

 

 

Page | 12  
 

 

 

• Data Collection and Processing 

The bill establishes rules for the collection and processing of personal information, including 

requirements for notice and consent, limitations on the collection of sensitive information, and 

prohibitions on the use of personal information for discriminatory purposes. The bill also requires 

businesses to provide individuals with access to their personal information and to correct any 

inaccuracies. 

 

• Data Processing and Storage Obligations 

The Data Protection Bill places strict obligations on businesses and organizations that process and 

store personal data. These obligations include obtaining individuals' consent before processing their 

data, implementing appropriate security measures to protect data, and notifying individuals and 

regulators in the event of a data breach. 

• Consumer Rights 

The bill gives consumers the right to know what personal information businesses are collecting about 

them, the right to request that this information be deleted or corrected, and the right to opt-out of 

certain uses of their personal information. The bill also establishes a process for individuals to file 

complaints if their rights under the bill have been violated. 

• Penalties for Violations 

The Data Privacy and Protection Bill establish penalties for businesses that violate the provisions of 

the bill, including fines and other enforcement actions. The bill also provides for private rights of 

action, allowing individuals to bring lawsuits against businesses that violate their rights under the bill. 

• Data Access & Disclosure 

The Data Access and Disclosure section of the bill addresses how data can be accessed, as well as 

who can access it. To request access to your personal information, you must submit a written request 

to the data controller (the company that controls your personal information). The data controller must 

then provide you with all of your personal information within 30 days of receiving your request. 

The bill also states that individuals have a right to know what kind of information is being collected 

about them and how it is used or disclosed by companies or organizations that have collected it. In 
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addition, if there are any legal grounds for not disclosing this information due to an investigation into 

criminal activity or fraud by law enforcement agencies, then those grounds must be clearly stated in 

writing when they refuse disclosure requests from individuals seeking their own records back from 

these entities 

• Data Portability & Transferability 

Data portability and transferability are two important rights that consumers have in relation to their 

personal data. Data portability allows you to transfer your personal data from one service provider to 

another. This means that if you want to move from one social media platform like Face book or 

Instagram, for example, to another one like Twitter or Snap chat, then the former will have no choice 

but to allow you do so by providing all of your personal information (such as photos) in an easily 

accessible format so that it can be imported into the latter's database without any difficulty 

whatsoever. 

 

Data transferability is similar but slightly different; instead of simply allowing users full access over 

their own data files stored within a particular company's servers/cloud storage system(s), this right 

also allows them complete control over whether or not those same files are deleted permanently once 

they decide not longer wish use said services anymore - which could potentially pose problems down-

the-line if those same individuals ever need access again later down line due perhaps financial reasons 

(e g paying taxes). 

• Data Deletion & Erasure 

Data deletion is a process in which the data stored by an organization is erased or otherwise destroyed. 

In this context, it refers to the permanent removal of personal information from their systems and 

records. Data deletion can be done in two ways: 

o Permanently deleting all copies of the data (and not just hiding it). This means that even if someone 

were to hack into your system, they wouldn't be able to access any personal information because there 

isn't any left! 

o Deleting only those parts of your database that contain sensitive information about consumers or 

employees--for example, deleting all email addresses but keeping names and phone numbers on file 

so they can still contact each other if necessary. 
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Implications of the Bill on Businesses 

➢ Impact on Business Operations 

The Data Privacy and Protection Bill will have a significant impact on the operations of businesses 

that collect, store, and use personal information. Businesses will need to invest in new systems and 

processes to ensure compliance with the bill's requirements, including obtaining consent from 

individuals, implementing security measures to protect personal information, and providing 

individuals with access to their personal information. 

➢ Compliance Costs 

Compliance costs associated with the Data Privacy and Protection Bill will impact businesses of all 

sizes. Small businesses, in particular, may struggle to afford the costs associated with implementing 

new data privacy systems and processes, which could put them at a competitive disadvantage. 

➢ Reputation and Brand Management 

Businesses that fail to comply with the Data Privacy and Protection Bill can suffer significant 

reputational damage, which could impact their bottom line. Customers are increasingly concerned 

about data privacy and are more likely to do business with companies that take data privacy seriously. 

Thus, businesses that prioritize data privacy and take steps to protect their customers' personal 

information may gain a competitive advantage and enhance their brand reputation. 

There has been several data protection bills passed or proposed in various countries in recent years, 

so it's important to clarify which country's data protection bill you are referring to. 

 

The Key Differences Between The 2019 Bill And The 2022 Bill: 

1. Personal Data: The 2019 bill defined personal data as any data that can be used to identify an 

individual. However, the 2022 bill has expanded the definition to include sensitive personal data, such 

as financial data, health data, and biometric data. 

2. Data Localization: The 2019 bill required certain types of personal data to be stored only in India. 

The 2022 bill has expanded this requirement to include all personal data. 

3. Cross-Border Transfer: The 2019 bill allowed for the transfer of personal data outside of India in 

certain circumstances, such as with the individual's consent. The 2022 bill requires a Data Protection 

Authority to approve cross-border transfer of personal data on a case-by-case basis. 
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4. Penalties: The 2019 bill allowed for fines of up to Rs. 15cr ($2 million USD) or 4% of a company's 

global revenue for non-compliance. The 2022 bill increases this penalty to up to Rs. 25cr ($3.4 million 

USD) or 5% of a company's global revenue. 

Overall, the 2022 bill is more stringent in its requirements for data protection and places a greater 

emphasis on the protection of sensitive personal data. 

 

Challenges in Implementing the Data Privacy  

and Protection Bill 

• Lack of Awareness and Understanding 

One of the biggest challenges in implementing the data privacy and protection bill is the lack of 

awareness and understanding among businesses and individuals. Many people do not fully understand 

what data privacy is, how it can be protected, and what their rights are. This can make it difficult to 

implement and enforce the bill effectively. 

• Technical and Operational Challenges 

Another challenge is the technical and operational complexities involved in implementing the bill. 

For example, businesses may need to invest in new technologies and training to ensure they can 

comply with the new regulations. Additionally, the bill may require significant resources and effort 

to ensure that data is properly classified, processed, and secured according to the appropriate 

regulations. 

• Data Localization and Cross-border Data Transfers 

The data localization and cross-border data transfer provisions of the bill may also pose challenges. 

For example, companies that operate in multiple countries may need to comply with different 

regulations in each location, which can be complicated and costly. Additionally, data localization 

requirements may limit the ability of businesses to store data in the most cost-effective and efficient 

locations. 
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Role of Government and Individuals in  

Ensuring Data Privacy 

➢ Government's Responsibility 

The government has an important role to play in ensuring data privacy and protection. They must 

create and enforce regulations that protect the privacy and security of individual and corporate data. 

The government must also provide resources and support to help businesses and individuals comply 

with the new regulations. 

➢ Individual Responsibilities 

Individuals also have a responsibility to protect their own data privacy. This includes being aware of 

the data that is being collected, how it is being used, and who has access to it. Additionally, individuals 

should use strong passwords, regularly update their software, and avoid sharing personal information 

online whenever possible. 

➢ Collaborative Efforts 

Finally, ensuring data privacy and protection requires collaboration between the government, 

businesses, and individuals. By working together, we can create a culture of responsibility and 

accountability in which everyone plays a role in protecting data privacy. 

 

Future Developments in Data Privacy and Security 

• Emerging Technologies and their Impact on Data Privacy 

As technology continues to evolve, so too will the challenges related to data privacy and security. 

New technologies such as artificial intelligence block chain, and the Internet of Things will create 

new opportunities for data collection, but will also pose new risks and challenges that must be 

addressed. 

• Changing Regulatory Landscape 

The regulatory landscape around data privacy and protection will also continue to evolve. 
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Governments will need to stay up-to-date on the latest trends and technologies in order to create 

effective and comprehensive regulations. 

• International Cooperation on Data Privacy 

Finally, international cooperation will be crucial in ensuring effective data privacy and protection. As 

data flows across borders, it will be necessary for governments and businesses to work together to 

create a global framework for protecting data privacy. 

 

Recommendations for Businesses and Individuals 

Businesses and individuals should take steps to ensure they are prepared for the implementation of 

the data privacy and protection bill. This includes investing in new technologies and training, being 

aware of data collection and use, and collaborating with other stakeholders to protect data privacy. 

Additionally, businesses should seek guidance and support from the government to ensure they are 

in compliance with the new regulations. In conclusion, the Data Privacy and Protection Bill is a 

significant step towards ensuring the security and privacy of personal data. While the implementation 

of the bill presents various challenges, it is crucial for businesses and individuals to understand their 

roles in ensuring data privacy. Moving forward, it is essential for organizations to stay up-to-date with 

the latest developments in data privacy and security regulations to prevent any legal or reputational 

consequences. Ultimately, promoting data privacy and security not only helps protect personal 

information but also safeguards against potential threats such as identity theft, fraud, and cyber 

attacks. 

 

Conclusion and Recommendations 

Overall, the data privacy and protection bill presents significant challenges, but also provides an 

opportunity to create a more secure and responsible culture around data privacy. By working together, 

we can create a system that protects individual and corporate data while also promoting innovation 

and economic growth. The data privacy and protection bill is a positive step towards better protecting 

people's personal data. While there are some concerns and criticisms of the bill, it represents an 

important recognition of the importance of privacy in the digital age. It is likely that there will be 

further discussions and debates about how best to protect people's privacy in the years to come, but 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 7|April 2023 
ISSN: 2582-6433 

 

 

Page | 18  
 

 

 

the passage of this bill is an important first step. In conclusion, the data privacy and protection bill 

represents a major step forward in protecting the privacy and security of personal data. While the bill 

is not without its challenges and criticisms, it is clear that greater regulation in this area is needed. As 

technology continues to evolve and the amount of personal data collected and stored grows ever 

larger, it is essential that we have effective measures in place to protect our privacy and ensure that 

our data is used in ways that are transparent and ethical. 
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